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This article is the second part of a three-part
series that presents a packet-level view of
NetWare Link Services Protocol (NLSP), Novell’s
default routing protocol for IntranetWare and
NetWare 4.11. The first article in this series explained how
NLSP devices use hello packets and Link State Protocol (LSP)
packets to create a map of the entire network. This map is called
the link state database. (See “NetWare Link Services Protocol:
Building a Link State Database,” NetWare Connection, Sept. 1997,
pp. 38-45. You can download this article from http://www.novell.
com/nwc/sep.97/nlsp97.) The second article in this series explains
the following:

* How NLSP devices update the link state database when
changes occur on the network
* How to change NLSP parameters

KEEPING IN TOUCH

As explained in the last issue of NetWare Connection, NLSP
devices build the link state database by exchanging hello packets
and LSP packets. By default, each NLSP device transmits an LSP
packet approximately every two hours. This LSP packet contains
information about the NLSP device’s links, services, and external
routers. For example, an LSP packet transmitted by an Intranet-
Ware server would include information such as the services the
server provides and its internal and external [PX addresses.

Each NLSP device uses a unique identification number called
an LSP ID number to identify all of the device’s L SP packets. To
uniquely identify LSP packets, the NLSP device increments the
sequence number in each LSP packet, whether or not other in-
formation has changed since this device sent its last LSP packet.

The higher the sequence number is, the more up-to-date
the information in the LSP packet is. For example, suppose that

: the CORP-FS router were running on a network on which few
- changes were made. If the CORD-ES router transmitted an LSP

packet with sequence number 4 ar § a.m., this router would trans-
mit an LSP packet with sequence number 5 at approximately 10
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a.m. Both LSP packets would contain the same LSP ID number,
such as LSP ID number 0x02-00-00-22-22-22-00-00.

If you were to monitor network communications over a 24-
hour period, you would find that each N LSP device would send
approximately 12 LSP packets, incrementing the sequence num-
ber in each LSP packet. However, if the structure or function of
the network changed, an NLSP device nhight send more than 12
LSP packets during a 24-hour period. Network events such as
the following affect the structure or funcion of the network:

® A circuit is established or broken. (A dircuit is a logical con-
nection to the network.)

® The cost of a route is changed. (Cost is a metric value used
to differentiate links based on their av ilable throughput. A
slower link has a higher cost than a fasker link. The preferred
route is the route with the lowest cost from end to end.)

® The network has a new designated router. (Each network has
one designated router, which helps the other NLSP devices
maintain a map of the entire network. )

® An NLSP device becomes overloaded qr ceases to be over-
loaded.

® You change a network number.

® You change a Service Adpvertising Protdcol (SAP) service
or a Routing Informarion Protoco] (RIB) route.

® You change the NLSP system ID numker or the name of
an NLSP device.

If an NLSP device detects a network event that changes the
structure or function of the network, the Hevice transmits an
LSP packet that contains the updated infprmation. The NLSP
device transmits this LSP packet whether or not two hours
have passed since the device last transmitred an LSP packet.
For example, if you loaded the PSERVER [NetWare Loadable




Module (NLM) on an IntranetWare
server, the server would then offer print
services and would need to broadcast an
updated LSP packet, advertising the new
service. The IntranetWare server would
use the same LSP ID number used to an-
nounce this server’s presence on the net.
work. However, the IntranetWare server
would increment the sequence number
of the LSP packet and include the new
service information with its link informa-
tion and other available services.

UPDATING THE LINK STATE DATABASE

When an NLSP device receives an
LSP packet, the device checks jts link
state database to determine if the LSp
packet contains a new LSP ID number
or a known LSP ID number. If the link
state database does not contain the LSP
ID numbser listed in the LSP packet, the
NLSP device makes a new LSP ID entry
in its link state database. If the .SP pack-
et has an LSP ID number that matches
an LSP ID entry in the link state data-
base, the NLSP device must determine if
the LSP packet contains more up-to-date
information than the information already
recorded in the link state database.

To make this determination, the NLSP
device compares the sequence number of
the incoming LSP packet to the sequence
number associated with the SP ID entry
in the link state database. If the incoming
LSP packet has a higher sequence number
than the existing LSP [D entry in the link
state database, the NLSP device updates
this entry.

Because each NLSP device updates its
information at least every two hours and
every time the network changes, the link
state database contains accurate informa-
tion. If you want to increase or decrease
the default time interval between LSP
packets, you can use Novell’s INETCFG
utility to reset this interval, (For more
information about changing the default
time interval, see the “Changing NLSP
Parameters” section on p.38.)

Complete Updates

To further ensure that each NLSP
device has accurate information about
the network, the designated router
periodically transmits 2 summary of its
link state database in a Complete Se-
quence Number Packet (CSNP). The
designated router sends a CSNP at
least every 30 seconds but not more
than every five seconds.
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Packet Number : 151
Length : 118 bytes

1:42:32 pM

Protocol ID: (xg2
Fixed Length: 33
Version: 1
Reserved: 0x00
Packet Type:
Version: 1
Reserved: o0x00
Reserved: 0x00
Packet Length: §7
Source ID: 0x02000022222200
Start LSP ID:
End LSP ID: OXFFFFFFFFFFFFFFFF
LSP Entries Option:
Code: 0x09
Length: 32
—_—
Remaining Lifetime:
LSP ID:
Sequence Number: 4
Checksum: 0x8r28
_—
Remaining Lifetime:
LSP ID:

6634

7499

802:38 sesmmmmemenmensi, o o 802.3 Datalink Layer -=-=o-____|
Station: CORP-FS — Broadcast
802.2: ==== IEEE 802.2 Logical Link Control ==-e—o_
' DSAP: NetWare
Unnumbered Command: Unnumbered Information (UI)
IPX: =====z-=-- cket Exchange ==-=----
Checksum:
Length: 97
Hop Count: o
Packet Type: 0 (Unknown)
Network: BA SE pa 11 —-> 00 00 00 00
Node: 00-20-C5-00-5F-C1 —-> FF-FF-FF-FF-FF-FF
Socket: NLSp g NLSp
NlSp: ==s==omo-ooooo_ o NetWare Link Services Protocol ==c=coo-

B L G S Mg Pac

0x0000000000000000

0x0200002222220000

Ox0200002222220100

Figure 1. This CSNP indicates that the link state database contg ns two LSP ID entries.
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and Server browser;
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Hop Count
Packet Typi:
Network: Bfs S5E Ba 11

Node:

nlsp:

Version:
Reserved:

Version:
Reserved:
Reserved:
packet Le
Source ID
LSP Entri

LSP
Seqt
Che

Remd
LSP
Seqn
Che

packet Number : 15 1:42:32 PM

Length : 102 bytes

£02.3: _ocscmsso-=f=s=e===- IEEE 802.3 Datalink Layer -======s====s====c=
Station: MERL —=> Broadcast
Length: 84

802.2 oo THER 807.2 Logical Link Control mes-sssmssssssss

Socket: N[LSP

Protocol IP:
Fixed Leng

Packet Tyre:

Code|:
Length: 32

Remdining Lifetime: 59

id DSAP: NetWare
mmand: Unnumbered Information (UI)
- Internetwork Packet Exchange sz===============

(| ©

0 (Unknown)

00 00 00 00

FF-FF-FF-FF-FF-FF

NLSP

—-—--- NetWare Link Services Protocol ===============%

=
0p-40-05-32-7A-68 —>

—=

0x00
26 - Level 1 Partial Sequence Numbers Packet

0x00

0x00

gth: 51
0x02000011111100
ks Option:

0x09

TD:  0x0200002222220000
ence Number: 0
ksum: 0x8F28

ining Lifetime: 59
ID: 0x0200002222220100
ence Number: 0

tksum: 0xS5ClE

+

Figure 2. The MPR1 1o

ter sends a PSNP, requesting information about the LSP ID entries.

Is the packet's sequence numhej‘
higher than the database entry’s
sequence number?

Packet is nkwer than the
_ database eniry; NLSP device
updates link state dotabose.

Is the packet's sequence numb
the sume s the database entry's
sequence number? ‘

VCOBR Pucket is newer than the
_ datahase entry; NLSP device

updates link state dotabase.

Does the database entry's
remaining lifetime field contain
o zero value?

Packet is older f‘mn dutubuse§
entry; NLSP device discards |
packet.

Figure 3. The proces
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Packet and database
_ entry match; NLSP device
discards packet.

Do the paucket and the database Yes

entry have the same checksum?

Packet is newer than the
__database entry; NLSP device
updates link state database.

Is the packet's checksum higher
than the dotabase entry's
checksum?

Yes

entry; NLSP device discards packe

of evaluating an LSP packet

October 1997

A CSNP lists the LSP ID number of
every LSP ID entry in the designated
couter’s link state database. A CSNP also
includes the the sequence numbers and
checksum values associated with the LSP
ID number. (See Figure 1 on p. 35.)

In addition, a CSNP includes a remain-
ing lifetime, or time-to-live, field for each
LSP ID entry. This field indicates when
the NLSP device that is associated with
each LSP ID entry is expected to transmit
the next periodic LSP packet.

Each NLSP device compares the
CSNP to the device’s link state database
w0 see if there are any inconsistencies. If
an NLSP device finds inconsistencies,
the device takes one of the following
actions, depending on if the designated
router (the sender) has up-to-date infor-
mation or if the NLSP device (the re-
ceiver) has up-to-date information:

e The Designated Router Has Up-to-
Date Information. If the designated
router has up-to-date information, the
receiving NLSP device transmits a Par-
tial Sequence Number Packet (PSNP)
to the designated router. This PSNP
contains the LSP ID number identifying
the LSP ID entry that the NLSP device
must update in its link state database.

For example, suppose that you
added the MPR1 router to a network
on which the CORP-ES router were
already running. The MPR1 router
would obviously not have all of the in-
formation about the network that the
CORP-FS router has.

After receiving a CSNP from the
CORP-FS router (see Figure 1 on p.
35), the MPR1 router would generate
2 PSNP (see Figure 2), requesting more
information about the two LSP ID en-
tries in the CSNP. To indicate that the
MPR1 router’s information about these
LSP ID entries is outdated or nonexis-
tent, the MPR1 router would set the
sequence numbers for the entries to 0.
After receiving the PSNP, the CORP-
FS router would transmit an LSP packet
containing the requested information
to the MPR1 router.

e The Receiving NLSP Device Has
Up-to-Date Information. If the receiv-
ing NLSP device has up-to-date infor-
mation, this device does not transmit
2 PSNP. Instead, the receiving NLSP
device transmits an LSP packet that
contains the latest information (and
a higher sequence number).




In addition to the designated router,
all of the other NLSP devices on the
network receive this LSP packet, en-
suring that all NLSP devices have ac-
curate information about the network.
After receiving the LSP packet, the de-
signated router updates its link state da-
tabase and includes the new informa.
tion in the next CSNP transmitted.

RECEIVING DUPLICATE INFORMATION

In most cases, the sequence number
clearly identifies if the incoming LSP
packet or the link state database has up-
to-date information. Occasionally, how-
ever, an NLSP device may receive an in-
coming LSP packet that has the same [SP
ID number and the same sequence num-
ber as an existing LSP ID entry in the link
state database. In this case, the NLSP de-
vice examines two other fields contained
in an LSP packet: the remaining lifetime
field and the checksum field. Using these
two fields, the NLSP device completes the
process outlined in Figure 3 to determine
if the incoming LSP packet or the existing
LSP ID entry in the link state database
has up-to-date information.

Remaining Lifetime Field

After an NLSP device determines
that the LSP packet and the correspond-
ing LSP ID entry in the link state data-
base have the same sequence number, the
device examines the remaining lifetime
field. Because an NLSP device transmits
an LSP packet approximately every two
hours, each LSP packet includes a re-
maining lifetime field that indicates how
long a receiving NLSP device should re-
tain the information in the LSP packet.
This aging mechanism ensures that NLSP
devices purge information from the link
state database when this information be-
comes outdated. The remaining lifetime
is expressed in seconds.

The designated router includes the

NOVELL GERTIFIED PROFESSIONAL

NetWare Link Services Protocol

LSP PACKET CSNP 1 CSNP 2
AT 1:48:16 AT 1:48:44
LSP A 7199 7171
LSP B 7166 7138
LSP C 6285 6257
LSP D 151 Z123

Figure 4. The remaining lifetime va

reaches zero), an NLSP device performs
the following tasks:

1. The NLSP device retains only the
LSP packet header in the link state
database, indicating that the re-
maining lifetime is zero.

2. The NLSP device updates the LSP
packet length and checksum fields to
reflect the size of the LSP packet head-
er (the only information retained in
the link state database). The NLSP de.
vice then calculates the checksum of
the LSP packet header.

3. The NLSP device records the time at
which the remaining lifetime value
became zero.

4. After the remaining lifetime value be-
comes zero, the NLSP device uses the
zeroAgeLifetime parameter to determine

B Cheyenne

| FAXserve
| For NetWare & G

| Novells Recommended Fax Solution

Features: i

CSNP 3 (SNP 4 CSNP 5
AT 1:49:11 AT 1:49:37 AT 1:50:04
7144 A7 7090
2] 71084 7057
6230 €203 6176
7096 7%069 7042

lue decreases with each CS]E\]P sent.

how long this device should keep the
LSP packet header in memory. After
the zeroAgeLifetime expires (the default
value of this parameter is 60 seconds),
the NLSP devjice purges the LSP packet
header from the link state database.

FLOODING LSP PACKETS

As explained in the last issue of
NetWare Conneclion, when an NLSP de-
vice transmits an LSP packet, the LSP
packet is “flooded” throughout the net-
work. Typically, firotocols that flood in-
formation cause problems on networks
that contain routjng loops. (A routing loop
is created when networks that are con-
nected by routers|contain a circular path.)
To ensure that the network can handle
flooded LSP packets, Novell engineers
used a technology called split horizon.

B Direct Faxing From \Wim[ ows Applications
B Full Windows 95 Suppor
B [SDN & Digital T-1 Suprort

B Simplified Central Admirjistration

LSP ID entry’s remaining lifetime value in
the CSNP. For example, Figure 1 indicates
that LSP ID 0x02-00-00-22-22-22-00-00
has a remaining lifetime of 6,634 seconds.
(See p. 35.)

You can observe how remaining life-
time values decrease by examining CSNPs
that are transmitted on the network. For
example, Figure 4 lists the remaining life-
time values detected in five sequential
CSNP packets.

After an LSP packet expires (the
remaining lifetime of the LSP packet
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‘ Internetuorking Bnnfiﬁuratinn 3.10b
‘ e et
. Uiew (Read-Only) HLSP Convergence Rate Configuration mmm——
et
guer SPF Hold-Down Ipterval: 2 {Seconds)
ear
fdval HMinimum LSP Genpration Interval: 2 {Seconds)
Maximum LSP Gen:ration Interval: 7200 (Seconds)
Hop | Maximum LSP fAgef 7500 (Seconds)
Maxil| Minimum Broadcast LSP Transmission Interval: 5 (Seconds)
LSP || Minimum Hon-Brojadcast LSP Transmission Intervalz 10 (Seconds)
HLSP| Complete SHP Interval: 10 (Seconds)
Over| Partial SHP Interval: 1 {Seconds)
HLSP
HLSP| Broadcast Hellg Interval: i (Seconds)
HLSP| Mon-Broadcast Hello Interval: 10 (Seconds)
Holding Timer Hultiplier: 3
1P4/| Designated Router Broadcast Helle Interwal: 5 {Seconds)

etween runs ol
ous Men

+ 8 p

Figure 5. This read-only file displays the fast convergence rate settings.

When an NLSP devige receives an
LSP packet, the device performs a series
of checks to determine ifl the LSP packet
is the proper length and o ensure that the
information in the LSP packet has not
expired. This NLSP device then forwards
the LSP packet to all attached circuits, ex-
cept the circuit on which the LSP packet
was received. This split horizon technol-
ogy prevents an NLSP device from trans-
mitting an LSP packet Hack to the circuit
from which the packet was received.

CHANGING NLSP PARAMETERS
You can use Novell’s INETCFG utility

the decision process.

to adjust the way that NLSP operates on

a network. NLSP has tw
eters: Global parameters ¢
devices, and per-binding
only a particular IPX cit

o types of param-
\ffect all NLSP
sarameters affect
cuit. (You define

an IPX circuit each timg that you bind
IPX to a LAN driver or] the server.)

Because NLSP has both global and
per-binding parameters, you can customize
how an NLSP device operates on each of
its circuits. For example, you could use a
global parameter to specify the maximum
number of path splits (for load balancing),
and you could use a per-binding parameter
to specify the cost of individual routes.

To define global parameters, you select
the Protocols option in the INETCFG
utility; to define per-binding parameters,
you select the Bindings option.

Global Parameters

Hop Count Limit. Although the de-
fault maximum hop count for an NLSP
device is 64, you can increase this param-
eter up to 127. However, if RIP devices
exist on a route, these devices allow a
maximum hop count of only 15.

Maximum Number of Path Splits. 1f

two or more routes have an equal cost, this

View (Head-Only) HLSP Convergence Rate Configuration

SPF Hold-Dowy Interwal:

Minimum LSP
Maximum LSP (eneration Interwval
Maximum LSP flge:

Minimum Broa(cast LSP Transmiss

Interval:
[nterval:

Complete SHP
Partial SHP

Broadcast Hello Interval:
Hon-Broadcast Hello Interval:
Holding Time|r Multiplier:
Designated Rputer Broadcast Hel

leneration Interval:

Minimur Hon-Proadcast LSP Transmission Interval:

5 (Seconds)

(Seconds)
z (Seconds)
(Seconds)
(Seconds)
{Seconds)

(Seconds)
(Seconds)

(Seconds)
(Seconds)

(Seconds)

ion Interwval:

lo Interval:

e minimum 1nterva

] hetween runs of)
“ENTER=Select ESC=Prjevious Henu

igur i Ta/ ‘
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parameter determines how many routes an
NLSP device should consider in load bal-
ancing. The default value is 1 (no path
splitting), and the range is 1 to 8.

LSP Size. This parameter defines the
size of LSP packets in bytes. The default
value is 512 bytes, and the range is 128
to 4,096 bytes.

Override NLSP System ID. The
NLSP system ID number identifies an
NLSP device. This number is assigned
automatically, using part of the NLSP
device’s internal IPX number.

The designated router uses a variation
of its NLSP system ID number to assign
the network a LAN ID number. As a
result, you may want to manually assign
the designated router a more distinctive
NLSP system ID number. However, you
should keep in mind that the NLSP sys-
tem ID number must be unique on the
entire network.

NLSP Convergence Rate. This pa-
rameter determines how fast NLSP infor-
mation is processed. You can choose one
of three values: Fast, Manual, or Default.
You can then use the INETCFG utility to
view a read-only file that displays the set-
tings for the value you selected.

By selecting the Fast value, you auto-
matically increase the rate that new in-
formation is propagated throughout the
network. (See Figure 5.) By selecting the
Manual value, you can manually config-
ure this parameter’s settings to customize
the NLSP convergence rate. However,
Novell recommends that you keep the
Default value, since this value should
meet the needs of most networks. (See

Figure 6.)

Per-Binding Parameters

NLSP State. An NLSP device has
three possible states: on, off, and auto. The
default value of this parameter is Auto.

e On. The NLSP device absorbs (pro-
cesses) and generates RIP packets on
a circuit.

e Off. The NLSP device does not absorb
or generate RIP packets on a circuit.

o Auto. If the NLSP device detects a RIP
router on a circuit, this device absorbs
and generates RIP packets. Otherwise,
the NLSP device does not absorb or
generate RIP packets on a circuit.

Media Access Control (MAC)
Channel. This parameter allows you to
specify that an NLSP device sends LSP



packets to the broadcast address (OxFF-
FF-FF-FF-FE-FF) or to an NLSP multi-
cast address. The following are NLSP

multicast addresses:

IEEE. 6023 0x09-00-1B-FF-FF-FF
IEEE 802.5 0xC0-00-10-00-00-00
FDDI 0X09-00-1B-FF-FF-FF

Maximum Transmission Unit (MTU)
Override. This parameter overrides the
maximum packet size of a network inter-
face board. The default value is 0, which
means that you do not want to override
the maximum packet size. You must spec-
ify a value between 576 and 65,535 bytes
to override the maximum packet size.

You would adjust this parameter if
the network included a bridge or another
network device that accepts only certain
packet sizes. You would also adjust this
parameter if you wanted NLSP devices to
send smaller packets across 4 WAN link.

Priority. This parameter determines
the priority number of an NLSP device.
The priority number is used to determine
which NLSP device is the designated rout-
er. The default value is 44, and the range
is 0 to 127. You can increase this value to
force a particular NLSP device to become
the designated router.

Cost Override. An NLSP device uses
available throughput to determine a route’s
cost. For example, a 10 Mbit/s Ethernet
network is assigned a cost of 20. You can
override the cost to force an NLSP device
to use a specific route. The range for this
parameter is O to 63. (See Figure 7.)

Pace Override. The pace indicates
how many routing packets can be sent in
one second from a specific port. The de-
fault value of this parameter is based on
available throughput in bits per second,
and the range is 1 to 1,000. For example,
on a 19,200 bit/s link, the following
equation determines the pace:

paceRate = MAX [ 1, (1 9,200/10,000) ]

The paceRate on this link equals 1.92,
The pacing on a faster network (such as
a 10 Mbit/s Ethernet network) is actually
18 packets per second. A minimum gap
of 1/18 second between LSP packets pre-
vents an NLSP device from overloading
other devices on the network.

CONCLUSION
This article explained how an NLSP
device updates its link state database and
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DEFAULT
COSTS

AT LEAST BUT LESS THAN

0 kbit/s 16 kbit/s
16 kbit/s 48 kbit/s
48 kbit/s 128 kbit/s
128 kbit/s 256 kbit/s
256 kbit/s 512 kbit/s
512 kbit/s 1 Mbit/s

1 Mbit/s 2 Mbit/s

2 Mbit/s 4 Mbit/s

4 Mbit/s 8 Mbit/s

8 Mbit/s 10 Mbit/s
10 Mbit/s 16 Mbit/s
16 Mbit/s 32 Mbit/s
32 Mbit/s 64 Mbit/s
64 Mbit/s 128 Mbit/s
128 Mbit/s 512 Mbit/s
512 Mbit/s 4 Gbit/s

4 Gbit/s 32 Gbit/s

how you can change NLSP parameters.
The third article in this series wil] explain

how NLSP devices interoperate with
SAP/RIP devices.

TYPICAL MEDIA
e S HI IR

ISDN (U.S. and Euro

T1 (1.5 Mbit/s), Corviis Omninet (] Mbit/s)
ET (2 Mbit/s), ARCnet (2.5 Mbit/s)
Token Ring (4 Mbit/s)

Ethernet (10 Mbit/s)
Token Ring (16 Mbit/<)

FDDI (100 Mbit/s), CDDI (100 Mbit/s)
ATM (155 Mbits) |

Figure 7. Default costs are based on available throughput.
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