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letwork

t's pretty heavy,” I said to the man when he insisted on helping
me get my computer bag into the plane’s overhead compart-

ment. Unfortunately, the man
izing that the bag contained 4
analysis system—three portab

didn’t heed my warning, not real-
complete cross-platform protocol
le analyzers, cables, a hub, related

connectors, and spare cards. Despite my warning, his eyes accused

me of tricking him as he writhgd in pain after wrenching his back.

My “lethal” bag has exceeded the carry-on weight limita-

tions of many airlines, forcing

me to bring a spare backpack to

“load balance” computers betpveen the two carry-on bags. Lug-
ging a protocol analysis system gives new meaning to the term

load balancing.

I use the protocol analysis system to perform onsite packet-
level application analysis, netork flow analysis, and protocol

analysis. This article outlines

a typical onsite analysis session

and provides guidelines to help you perform packet-level analy-

sis on a network.

WHY GO TO THE PACKET LEVEL?

[ am always amazed that pe

ople don’t use packet-level analysis

as a first-line defense against network problems. By just glancing
at the packets that cross the cables, you can solve many problems

in a matter of minutes.

For example, once when I was lecturing in Zurich, my Euro-

pean partner Silvia Hagen bro

ught me a trace file from a hospital

network. The hospital network had a communication problem:

One device at one location w:

s having problems communicating

on the network, but all other devices communicated perfectly.

By perusing the trace file, ]
detection process had gone av

could see that the auto-frame
1y on the malfunctioning device.

As a result, this device selected two separate routes and two sep-
arate frame types for NetWare Core Protocol (NCP)/IPX and
SPX traffic to a server. Unfortunately, the local router that was
selected as the proper path did not support the frame type se-
Jected for the SPX traffic. (For more information on why you
should run, not walk, from auto-frame typing, see the greypaper

entitled “Auto-Frame Typing
org/greypapers.html.)

[s Evil” at http://www.netanalysis.

ONSITE PREPARATION CHECKLIST

Before your network analys
preparation checklist, which e
most efficient analysis possible
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is, you should first create an onsite
nsures that you are performing the
during your time onsite. Whether

Laura Chappell

you are analyzing your company’s network or a client’s network,
you should gather the following information before you tap in to
the wire:

e Basic Network Topology. You should have a network topology
map that shows the layout of the network backbone, primary
segments, hubs, switches, bridges, and routers. This topology
map should also show the number of servers, workstations, and
WAN links. In addition, you should have a list of equipment
vendors and version numbers, if available.

e “Tap-in” Points on the Network and Available Network
Analyzers. You need to know where you can connect the net-
work analyzer to the network (thereby “tapping in” to the net-
work). An ideal tap-in point is a hub port that services an ac-
tive workgroup; the hub port should be directly off the network
backbone. (See Figure 1.) To identify ideal tap-in points on net-
works with switches and routers, see Figures 2 and 3 on p. 30.
You can mark the tap-in points on the network topology map.

You should also see if there are any network analyzers onsite
and find out their make, model, and version number. You can
also take a variety of network analyzers onsite, such as Novell’s
LANalyzer for Windows (a must-have for NetWare 5 pure IP
networks) or Network Associates’ Sniffer Basic and Sniffer Pro.

o Typical Workstation Configuration. You should know how

workstations are configured, including the following informa-

tion: the type of network interface boards installed in worksta-
tions, client settings, version numbers of client software, typi-
cal Preferred Servers, and Preferred Tree settings.

Typical Server Configuration. You can use the CONFIG

NetWare Loadable Module (NLM) to print a report of the

typical server configurations. (For more information about

the CONFIG NLM, visit http://support.novell.com, and use

Knowledgebase to locate the Technical Information Docu-

ment [TID] 2941746, “Server Configuration Information.”)

e List of Network Problems. If you have concerns about the
network, you should list these concerns. You should also list
errors. For example, if you are analyzing an Ethernet network,




Segment 1

Network
Analyzer

Figure 1. If the network has
should place the network anal
above.

hubs, you

yzer as shown

are you experiencing media-access con-
trol (MAC)-layer errors? What types of

errors are occurring? What
rors are common?
If you are analyzing a ]

types of er-

oken Ring

network, are you experiericing exces-
sive errors that are reported to the ring

error monitor! How often

do you ex-

perience beacons or ring flecoveries?
Do you have intelligent multistation

access units (MSAUs) the
tion off fault domains?

Network Growth Plans.

t can parti-

You should

predict how the network will grow

over the next 12 months,

For exam-

ple, are you adding a Windows NT

server! Are you migrating
[P? Are you planning to t
[Pv6? Do you want an all

to native
pgrade to
NetWare

Link Services Protocol (NLSP) shop,

or are you planning to use

[PX Rout-

ing Information Protocol |(RIP) on
one or more network segrments’
Login Scripts. You need a copy of the

active system, container, pi

ofile, and

user login scripts. You should also print
any include statements that are refer-

enced in the login scripts.

NDS Partitioning/Replication. You
should print or sketch the|Novell Di-

rectory Services (NDS) tre

cate where the replicas are
Traffic Filtering. You shot

e and indi-
stored.

Id identify

any traffic filters (such as socket, port,

or firewall filters) that are ¢
use or that will be added. It

pany is planning to set up ¢

urrently in
your com-
firewall to

isolate specific traffic, you should docu-

ment these plans.
Applications. You should i

st the ap-

plications that users access [and the

configuration files that run

on servers

and database servers. In addlition, you
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should document whether or not you
are restricting users’ access to certain
applications (such as games).

e Printing Configuration. You should
know how network printing is set up.
For example, how do remote users print
to local printers? A sketch showing the
location of print queues, print servers,
and remote printers will do.

e P Addressing Configuration. You
should document the network’s 1P
configuration. For example, how are IP
addresses assigned—manually, via Boot-
strap Protocol (BOOTP), or via Dy-
namic Host Configuration Protocol
(DHCP)? Do you plan to create sub-
nets? Are there any address concerns?

e Contact List. You should list the peo-
ple you can contact if you have ques-
tions about the network.

WHAT ARE YOU LOOKING FOR?

After completing the checklist, con-
nect the network analyzer to a critical
or busy network segment. You can then
perform an unfiltered promiscuous mode
capture on all traffic, including all proto-

FAXCOM?® for NetWare
provides a NetWare-integrated
fax management solution for
users of Novell NetWare-based
networks. FAXCOM for
NetWare will let you use your
network as a corporate fax
management system, capable of |
transmitting and automatically
routing received faxes.

B Runs as an NLM-based service

B A key piece of the FAXCOM
Enterprise strategy with simultaneous
support of multiple LANs, minicom-
puters and mainframe systems

B Send faxes from Windows (3.1, 3.11,
NT, ‘95), DOS, Macintosh, OS/2 and
UNIX applications. Integrates with
GroupWise.

The World
Is At Your FAX

¥ Now There’s A Comprehensive Fax
Management Solution For Nove]l Networks’

321 Billerica Road, Chelmsford, Massachusetts 01824 US.A.
(978)250-1800  FAX: (978) 250-4449 E-mail: sales@biscom.com Web Site: http:/ /wwwibiscom.com

cols and packets. You must capture at least
8 MB of packets in a cyclic buffer (first-in,
first-out recycling buffer).

Remember that the data traversing a
network is confidential information. If you
are providing analysis services to a com-
pany, you should be prepared to sign a
nondisclosure agreement before you tap in
to the company’s network. If you let a net-
work analyzer run overnight, you should
lock this analyzer in a room or closet. Af-
ter you document your findings, you should
archive, secure, and erase all analysis traces.

For me, the most enjoyable part of do-
ing onsite analysis is the live analysis. With
8 MB or more of packets to peruse, [ feel
like a kid in a candy store: There’s always
something interesting to see—each net-
work has its own personality complete with
personality quirks. The following list pro-
vides a brief overview of what you should
look for as you analyze network traces.

¢ General Traffic Patterns. What is the
broadcast rate, the multicast rate, and
the packets per second rate? You should
also check the utilization percentage

FAXCOM® for NetWare

B Works with NDS and Bindery

B Tightly integrated with the HP Scan]et
and Visioneer PaperPort Scanners

B Complete fax phone book management

W Pays for itself in months

B Least cost routing, DID, PBX and T1
connection also available

BbCOMm

The Image Communications Company

1.8 0047 79 24172

For more information, visit http://advertise.nwconnection.com.
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Figure 2. If the network has switches, you should place the network analyzer as shown above.

trend. Which devices are the most
active? What is the typical packet size?
Data-Link Errors/Patterns. You should
look at the data-link layer (such as
Ethernet or Token Ring). Are there
any errors? Are there any duplicate
packets? Are there any devices that
can’t transmit on the network?
IPX/SPX Analysis. How much Ser-
vice Advertising Protocol (SAP) and
RIP broadcast traffic is on the network?
How much SPX traffic is on the net-
work? How many NetWare Core Pro-
tocol (NCP) failures do you see! Eval-
uate the burst mode traffic: Are burst
set sizes gradually increasing? Are there
symptoms of auto-frame typing? What
is the typical hop count of packets? s
the routing traffic generating NLSP
or RIP packets?

TCP/IP Analysis. How much broad-
cast traffic, such as DHCP and Ad-
dress Resolution Protocol (ARP) traf-

fic, is on the network? What type of
Internet Control Message Protocol
(ICMP) traffic is on the network? Are
the TCP window sizes adjusting with
the network traffic rate or remaining
constant? What routing protocols are
being used (RIP 1, RIP 2, or Open
Shortest Path First [OSPF])? Is there

a high number of Domain Naming
System (DNS) lookup failures? Are
there security issues (such as plaintext
passwords)? Are TCP connections ter-
minated properly?

What applications are running on
the network? You can identify applica-
tions and network processes by their
port number. (You can find a list of as-
signed port numbers on the NetWare
Connection web site at http://www.
nwconnection.com.)

For example, Figure 4 shows an un-

usual traffic pattern. A device (0x00-60-

Router Ememrssss

Network
Analyzer

Network
Analyzer

Network 3

Router

Network
Analyzer

Network
Analyzer

—_

Network 1 Network 2

Figure 3. If the network has routers, you should place the network analyzer as shown above.
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97-86-17-75)
(echo request
the device to

is sending ICMP pings
) continuously. To identify
which the ping packets are

directed, look at the packet decode.

You can seg
4—requests ar
In packet 27,
den change in
quests are not
can see ICMP
replies. To det
not reach its d
side the Destii

ICMP uses
of the ICMP 1
tination Unre
show ICMP T
is unreachabld
process, or apj
that system. H
directed to a s
the DNS daei
response. (Fo
ICMP codes,
web site at htt

APPLICATION

Probably th
process is appl
quires a painst
view of the aj
general funct
dure. If you hs
tion analysis,
may feel that
ets and have 1
data. This sec

analyzing an 4

> a definite pattern in Figure
e being sent every second.
however, you can see a sud-
the pattern—the echo re-
answered. In packet 41, you
Destination Unreachable
ermine why the packet did
lestination, you can look in-
hation Unreachable replies.
codes to identify the cause
eply. For example, the Des-
achable replies in Figure 4
ype 3, which means the port
. In other words, the service,
slication is not running on
or example, a DNS query
ystem that does not support
non generates this [CMP
- more information about
visit the NetWare Connection
p://www.nwconnection.com.)

| ANALYSIS

1e most complex analysis
ication analysis, which re-
aking, packet-by-packet re-
splication’s launch, login,
on set, and unload proce-
we never performed applica-
t can be a daunting task. You
you have thousands of pack-
10 idea how to interpret the
rion explains the process of
pplication, interpreting your

findings, and documenting these findings.

To analyze

following steps:

an application, complete the

1. Identify the procedures that the appli-
cation performs, and define the stop-
ping points which are created by user

interaction
the process

. For example, to analyze
of opening a network file

using Word 97, you identify the follow-
ing procedyires: bootup; login/password;
launch Word 97; select file > open >
filename; and click OK. You then list
these proc¢dures on an Application
Analysis form. (To download a sample
Application Analysis form, visit the
NetWare Connection web site at http://
www.nwconnection.com.)

2. Start the n

etwork analyzer, filtering on

traffic to and from the test station.
3. Perform the first procedure listed on
the Applidation Analysis form. Mark
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Figure 4. ICMP traffic can reveal network design and configuration flaws.

the starting and ending ps
bers for the procedure on

cket num-

the form.

Pause at least 15 seconds before per-

forming the next procedur

(S

4. Perform the next procedure. Again,
mark the starting and ending packet
numbers. Continue with each proce-
dure, marking the starting and ending
packet numbers and pausing 15 sec-
onds between each procedure.

5. Complete the final procedure, and
wait at least 10 minutes. You can then
track leftover connections that did not

close cleanly.
6. Document the number of |
quired for each procedure

ackets re-

and the

time elapsed between the first packet

and the last packet transm
each procedure. Analyzing

itted during
the data

requires you to complete the Applica-

tion Analysis form—insert

ing packet

counts and process times—ras shown

in Figure 5.

When you have completed the Ap-
plication Analysis form, you should look
at the number of packets each procedure

takes and look at the elapsed
each procedure. Were the reg
you expected? Documenting |
ing packet and each ending
the procedure enables you to
the procedures and analyze e
For example, using Figure 5, 3
make the following observati

time of
ults what
each start-
acket in
separate
ch packet.
Jou can
ons:

Analyze packet count
short bootup
2354 login packets
idle traffic starts
7523 e-mail launch
5009 close e-mail
Analyze time
login requires time
slow e-mail launch
slow logout

To understand what is slowing down
the procedures (such as the e-mail launch)
you must open the packet file that you

)

Boot up; Login; Email; Logout
m Boot up 34'&3?, £t
[34 ]  togn **[esss] oo
w Open email appf.523 m 14
W Launch email ’M—l i
12312| Reademan " [1311.] o1
m Close email ap;fmgm i
@EI Logout Elww e

Wy atch for at
least 10

rintes. 20322 1000

Figure 5. A completed Application
Analysis form

captured on the network analyzer. You can
then look for the symptoms (such as fail-
ures and broadcasts) mentioned earlier in
this article. Only by examining the trace
at a packet level can you identify what is
causing applications to be slow or faulty.
For example, | have discovered the
following characteristics about various
applications I have analyzed:

e The application was not built to run
across a network. The application does
not cache information and loads and
reloads the same file numerous times.
The roundtrip latency time between
requests and replies is quite long. If you
multiply that number by the number of
requests, you can see why the applica-
tion loading process is taking so long.
The application is configured improperly
and believes that all of its supplemental
files are on the server when they are ac-
tually on a local drive.

The application fails to load one of the
supplemental files because the user does
not have sufficient rights, as shown in
the NCP reply to the client’s Get Effec-
tive Rights request.

The application is too large to load
across the WAN. You should move the
application to a local drive or server.
The application has a programming
fault (a.k.a., a “bug”). An error reply
is causing an excessive delay at one
point in the application load process.
® The application doesn’t read files in
sequential order, making burst mode
useless.

The application uses plaintext passwords
and usernames.

The application is a bandwidth hog:
Only two users can simultaneously load
the application before they consume

available bandwidth.

CONCLUSION

As you analyze networks, you will be-
come more familiar with well-behaving
applications and poorly behaving appli-
cations. If you are a programmer, [ urge
you to look at the traffic that your ap-
plication generates on the network. Take
the initiative to make the cleanest appli-
cation possible. If you are a network im-
plementer, consider requiring an appli-
cation analysis before rolling out any
new application.

Lawra Chappell is a senior protocol analyst
for Network Analysis Institute. You can reach
Laura at Ichappell@netanalysis.org. @
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