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AN OVERVIEW OF PROBLEMS
THAT HAUNT ETHERNET AND
TOKEN~RING NETWORKS

: 2 IOSt expe-

eework administrators
unted by Murphy's Law as
fren-elu-
sive network anomalies, Here are
some tips for dealing with com-
mon problems on Ethe net and
token-ring networks using Nov-

ell's LANalyzer for Windojws.

Like bumper cars

Ethernet networks
are based on the Cyr.
rier Sense Multiple
Access/Collision Det-
ection (CSMA/CD)
scheme. Simply put,
this access method
requires each worksta-
tion to “isten” to the
wire before transmit.
ting data. If the wige
is busy (there s 5 sig-
nal on the wire), the
workstation should
defer, or wait, before
transmitting onto the networll,

If, however, the cable is free,
the workstation can transmit g
packet. To ensure the pagket
arrives in good shape, the Ethefnet
card performs a Cyclic Redundan-
cy Check (CRC) on the packet.
This test simply provides 3 “sigha-

ture” of the packet contents and
enables a receiving workstation to
determine if the packet is corrupt,
Transmitting workstations
monitor the cable for collisions—a
nasty event that occurs when two
packets crash (often head-on) on
the cable. The result of a collision
is fragments on the network. For

example, if you drive op the Los
Angeles 405 freeway at 5 p.m.,
most likely, you will see collisions,
The cars involved i collisions
generally [oge bumper, side-vieyw
mirror or perhaps g license plate.
Imagine these roadside scraps as
fragments on your network. They

are clear indications that a collj-
sion has occurred.
It a collision js detected, the
workstations involyed in the collj-
sion transmit additiong] bytels
onto the wire. This ensures thal
all workstations are awarq that 4
collision has occurred. Eqherneq
workstations cap attempt t
retransmit onto the
network up |to 16
times. If they annot
successfully trinsmit
data on the ng twork
within 16 attempts,
they must give up
and notify the 4 roto-
col that requdsted
transmission (such
as NetWare’s [heer.
network Packeq Ex.
change [IPX]) that
the transmission was
unsuccessful (“Hrror

Sending on Network
XXXX7).

Ethernet network errors

A number of hardware-bajed
network analyzers sych as Npt-
work General’s Sniffer hit the
market a few years ago, but thiey
were costly and generally difficdlt
to use. A spinoff of these products,
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¢ for Windows has detected
rs (as reported on the ticker
age in fhe lower left-hand cor-
e network. By sorting LANa-
Windows’ Station Monitor
the “Errors” column, you can
dle workstation responsible for
ng faulty packets onto the net-
e simglle solution: Replace the
twork adapter. (See Fig-

by

Wbling gystems

| circuits are another common
problem. When cables contain
packets traveling through the
ction ¢an become corrupt when
lost—suddenly the CRC value
| the packet contents. By
yzer for Windows' Station
L on the errors column, as
n Figute 2, you can see that CRC
re distHbuted among most of the
tions on the network. And, these
ead CRC errors indicate there is 2
.4 cablk on the network. (See Fig-
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¢hould 4 token-ring network work!
’s take|a quick look at a couple of
-ring [ssues. Often, people who
blay thle capabilities of token-ring
rks reqlly don’t understand how
ork.
en-ring network, transmit-
tions must wait for a token

can transmit onto the net-

workst
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work. Each workstation is provided equal
access to the cabling system. Once a
workstation receives a token, it can
transmit a frame onto the network. This

beina

frame is repeated by each workstation on  the ma
the ring. Depending on the type of Th
token-ring network, a workstation can with a
cither immediately retransmit a token  in. Fo

onto the ring (Early Token Release), or  work,
wait until its entire frame has been  causin|
received back, strip off its frame and  autory

release a token. In order for a token-ring

suppot
part——n"he complex part of token-ring is

network to work properly, the ring must

closed loop. An open ring cannot
t any data. This is the simple

nagement system.

token-ting protocol was designed
robust management system built-
example, on a token-ring net-
if a network card is suspected of
» an open condition on the ring, it
atically removes itself from the

(Continued on Page 34)
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ring and tests itself. If it determines that

it has an error condition,

the card cannot

return to the ring. The ring, therefore, is
considered to have sone self-healing

abilities.

Token-ring networks ndergo a Ring
Poll process every seven seconds. One

workstation, designated

as the “Active

Monitor,” announces its presence on the
ring. All other workstations on the ring,
in turn, transmit a “Standby Monitor
Present” packet—a sirple announce-
ment that they are on thd ring. During
this process, each workstation reads the
contents of the packets circulating the
ting to determine which v orkstation is
their “upstream” neighbor—{the worksta-
tion that they should expect frames and
tokens from. This information is useful
when isolating the cause of jn open ring,

as described below.

The dreaded beaconing ring

What happens if a ring suddenly
enters an “open” state? The |workstation
that first detects the error (the worksta-
tion immediately downstreapn from the
open) begins “beaconing”—H roadcasting
to all workstations on the f ng that its
upstream neighbor is at fault. On ap
open token-ring network, rio Hata can be
transmitted—only beacon fackets are
circulating on the ring. Figute 3 shows
LANalyzer for Windows inditating that
a ring has entered “beaconing.” (See Fig-

ure 3.)

To isolate the fault, you njust deter-
mine which workstation is upstiream from
the beaconing workstation. This indi-
cates the area of the fault, (] heck the
cabling of the multistation ageess unit
(MAU) to ensure that Ring In|and Ring
Out ports are empty unless |properly
wired to another MAU, If the wiring
looks acceptable, unplug and replug the
beaconing workstation from the MAU.
Then unplug and replug the beaconing

workstation’s u

pstream neighbor from

the MAU. This is a simple method for
checking the relay mechanisr in the
MAU. If the beaconing condition is
cleared immediately after disconnecting
one of the workstations, one of yaur ports
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on the MAU is faulty.

The overloaded token-ring card

Another common problem occurs

when a token-ring card cannot keep up
with network traffic, Normally, when a
packet is addressed to a card op a token-
ting network, four bits in the packet indi-
cate if the address was recognized and if
the packet was copied into the receiving
workstation’s buffer. If the card is ow
loaded, it sets onl

€r-

y two of the bits in the

packet—indicating that it recognizes its

address,

but cannot copy the packet into

its buffer because its buffer is “full.” This

condition is|called “Receiver Conges-
tion.” Figurg 4 shqws the Ring Order
screen of LANalyzer for Windows, This
screen displays the statisics of each ring

workstation. (See Figure 4.)

While network af alysis used to be the
domain of diehard te hies, LANalyzer for
Windows and similgr packages promise
to free network administrators from some
of the hassles and costs of seeking expert

assistance. [

Laura Chappell| of ImagiTech specialiges in

networking isstes. You can reach her at

408-321-1211.
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"]ustumoment,please" will handle more requests and

CongeStlon 1i the NetWare server cannot process reduce the number of times the serv-
Belief the client's request because it is busy, er says, "Please wait.”

the server transmits @ special packet Second, check the amount of
Regardless ¢f whetner you're operat- type 9998, "Request Being Processed.” memory in your server. If you are
ing an Ethernet or oken-ring LAN, a This packet indicates to the client that scraping |by with the minimum
growing network ig bound to experi- the server received the request success- amount of memory, chances are you
ence congestion groblems at some fully, but the server is asking the client don't have enough file cache buffers.
point in time. NetWare has a conges- to wait for a response until the request This means that the server must go to
tion control mechanism that lets the can be processed. Upon receiving this disk for jmany of the file read
file server inform tlients that it can- Request Being Processed packet, the requests—-a relatively slow process
not process a request at a given client resets its IPX time-out counter and compared to RAM-serviced requests.
time. As niore NptWare Loadable waits, If it doesn't receive a response When the server is constantly busy
Modules (NLMs) and applications within the time-out period, the client re- going to dlisk, it cannot process some

of the other requests
coming into it.

Third, look at the re-
sponsibilities you have
placed on the server. Is
' this server supporting

are 1oadec en o \Ietware 2 LANalyzer for Windows

file server, this congestion I el
control mpchanism indi-
cates the pmount of work
a server ¢ perform opti-

mally.
Let's examine how the ; 4 numerous 1/O-intensive
. - | T rmemessmmEmssEeEEsn S50 Daraiumk Layer mrmemonoTTTIIIITT 7
communifations between n: B NetWare Loadable Mod-
a NetWaie client and file R e e T e ules (NLMs)? i so, the
i Lemgth: 4B i _
server should vork, then Hop Count? server could be spending
ilentif i gafmf%:uﬂﬁ% 5 £9 99 99 91 fte b :

- i A -1=r3 i =
how to iflentify an over- | Antye R 820 o T -00-i4-ss-a1-00 ‘ much of its time servic
loaded sprver and relieve | e rassnens ,m“;"g;,:;mﬂm DR— the requests of your

- P Hessage: Request Being Processed .
congestion. | Yebiy Type: 029933 (Request Being Frocessed) database engine NLMs,
Connection Number 1ow: 10

performance tracking
NLMs or management
NLMs. Not much OS
power is lett for those
crucial reads and writes.

Task Numbex: 1
Cempection Husber High: O

| Data:
In a perfict world... Qrats: o socomosmeosoooe __Leos
Ther¢ are two primary
NetWare Core Protocol

Figure 1: The server transmits a Request Being Processed pac

(NCP) types usgd for most : .
ot when it cannot service @ request.
Neth‘JLe cqmmunicd- Consider load balancing
tions—INCP Request (type 2222) and executes the request. betweisn servers on the network. To
NCP Rpply (lype 3333). NetWare Figure 1 shows the structure of a load balance, move the NLMs to
clients [that desire file, print o other Request Being Processed packet. anothpr server that can support some
services tranjnit an NCP Request to of the NLMs that currently reside on
the fil¢ server. The file server, in What creates an overloaded server? the overloaded server. Unfortunately,
turn, processes the request and Several factors can cause dn over- this dan be the most expensive solu-
sends on NCE Reply. loaded server—and each requires some tion it you only have a single setver 1
For examy'e, to load an applica- output of cash to fix. Using LANalyzer for on your network—you must purchase

tion that is|stored on the server Windows, you can track the number of an aiditional server and operating
drivel a client issues an NCP Request Being Processed packets as system copy-

Request to open the file. The server they begin to rise. This is the time to As NetWare LANs increase in size
transmits an NCP Reply indicating begin filling out that purchase requisi- and| complexity, the likelihood of 3
the rdquest was executed success- tion. experiencing the "Overloaded Server
fully |f the user has sufficient rights First, if you are one of the many folks Syn¢lrome” also increases. Keeping a

to ogen the file and the file was who are running NetWare v3x or 4x on close watch on these Request Being
found in the user's drive mappings. q 386SX CPU, upgrade the processor. Pronessed packets can assure you
The [response from an overloaded Most likely, you will be happier with the ample time to plan your upgrade.

file server looks much different. performance of a full 386 or 486 chip—it —Laura Chappel! %
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