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As you expand your company’s network to include more ser-
vers, workstations, and WAN links, network performance
can become a problem. To ensure that you are not wasting band-
width, you should examine the type of communications that are
being sent across the network. For example, if your company’s
network includes a dial-on-demand WAN link, such as an Inte-
grated Services Digital Network (ISDN) line between two offices,
you need to eliminate unnecessary communications that initiate
this WAN link.

Because IntranetWare and NetWare devices perform several
processes to maintain connectivity, these devices may be sending
unnecessary communications over your company’s WAN link.
This article examines how processes such as NetWare serializa-
tion, NetWare Core Protocol (NCP) watchdog, SPX keep-alive,
and queue sampling affect a WAN link. This article then ex-
plains how to prevent these processes from creating network

traffic across a WAN link.

NETWARE SERIALIZATION

Like many products, IntranetWare, NetWare 4, and NetWare
3 use a serialization process to detect copyright violations. Ap-
proximately every 66 seconds, each IntranetWare or NetWare
server sends five serialization packets to other IntranetWare or
NetWare servers on the network. These serialization packets are
IPX packets that are addressed to serialization socket 0x0457 and
contain the serial number of the transmitting server. (See Figure
1.) Although serialization packets provide only copy-protection
information, they can consume bandwidth on your WAN link.
If your company has a dial-on-demand WAN link, serialization
packets can even establish this link between two servers.

Despite what you may have heard, you can use routers on
each side of the WAN link to filter out serialization packets
without affecting the way IntranetWare and NetWare servers
communicate. In fact, many routers, such as Novell’s NetWare
MultiProtocol Router (MPR) 3.1, filter out serialization packets
across a dial-on-demand WAN link by default.

NCP WATCHDOG

When you log in to an IntranetWare or NetWare server, the
server begins to monitor your workstation’s connection for activi-
ty. If you log out of a server, the Novell client on your workstation
sends a Destroy Connection NCP request to the server, which
clears your workstation’s connection 1D number. If you simply
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turn off your workstation without logging out of the network,
however, the Novell client on your workstation cannot send a
Destroy Connection NCP request to the server. As a result, the
server does not clear your workstation’s connection ID number.

IntranetWare and NetWare use the NCP watchdog process to
identify and terminate invalid connections. If you log in to a ser-
ver and do not communicate with this server within a specified
amount of time, the server sends your workstation an NCP watch-
dog request to determine if your workstation’s connection is still
valid. (See Figure 2 on p. 34.)

If the Novell client is loaded on your workstation, this client
sends an NCP watchdog reply to ensure that the server does not
clear your workstation’s connection. If the Novell client on your
workstation does not send an NCP watchdog reply (because you
shut off your workstation, for example), the server sends another
NCP watchdog request. The server repeats this process the num-
ber of times specified by the Number of Watchdog Packets SET
parameter. After reaching this number, the server assumes that
the workstation’s connection is invalid and clears the connection.

By default, an IntranetWare or NetWare server sends an NCP
watchdog request after your workstation’s connection has been
inactive for five minutes. If your company has a dial-on-demand
WAN link and no user is accessing this link, you certainly don’t
want the NCP watchdog process to establish this link because the
connection has been idle five minutes.

To avoid establishing a WAN link for the sole purpose of
sending and receiving NCP watchdog packets, some routers
perform NCP watchdog spoofing: If the server and your




workstation are separated by a dial-on-
demand WAN link, the local router
replies to the NCP watchdog request
on behalf of your workstation. As a re-
sult, a WAN link is not established.
NetWare MPR 3.1 provides an NCP
watchdog spoofing option, and Cisco’s
10S software includes an IPX watchdog
spoofing command that performs the
same function.

Because these routers perform NCP
watchdog spoofing, your workstation’s
connection remains intact unless you log
out of the network. If you want to peri-
odically clear connections on your server,
you can have this server force every work-
station to log out at a predetermined time,
such as 9 p.m. In this way, all connections
are available the next day.

If you do not have a router that per-
forms NCP watchdog spoofing, you can
reduce the traffic sent across the WAN
link by increasing the values for three
SET parameters:

e Delay Before First Watchdog Packet
(default: five minutes)
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Figure 1. IntranetWare and NetWare serialization occurs approximately every 66 seconds.

e Delay Between Watchdog Packets
(default: one minute)

e Number of Watchdog Packets (default:
10 watchdog packets)

The default values apply to Intranet-
Ware, NetWare 4, and NetWare 3. You
can use the SET utility to change these
parameters on your server. For Intranet-

Ware and NetWare 4, you can also use

the SERVMAN utility.

SPX KEEP-ALIVE

Because SPX applications are con-
nection oriented, each SPX application
performs an SPX “handshake” with its
partner before transferring data. Each
side of an SPX connection is called a
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DLE session initiates the SPX watchdog process.

997

shows SPX watchdog traffic from an idle
RCONSOLE session.

You can decrease SPX watchdog traffic
in the following ways:

® Increase the time before the SPX
watchdog process begins, and increase
the interval between the SPX watch-
dog packets.

® Disable the SPX watchdog process
at the workstation to stop the Novell
client from sending SPX watchdog re-
quests to the server. (However, the cli-
ent will still answer SPX watchdog re-
quests from the server.)

® Purchase a router that can perform SPX
watchdog spoofing.

Increase Time Before the SPX
Process Begins

To decrease the number of SPX watch-
dog packets sent over a WAN link, you
can change the following SPX parameters.

® SPX Watchdog Verify Timeout. This
parameter specifies the time in ticks
that an SPX partner waits before re-
questing a watchdog packet from its
SPX partner. (A tick is approximately
1/18 of a second. Default: 108 ticks.)
SPX Ack Wait Timeout. This param-
eter specifies the time in ticks that an
SPX partner waits for an acknowledg-
ment packet before resending an SPX
watchdog packet. (Default: 54 ticks.)
SPX Watchdog Abort Timeout. This
parameter specifies the time in ticks
that the SPX partner waits without
receiving an acknowledgment packet
from its partner before concluding that
the connection is no longer valid.

(Default: 540 ticks.)

For example, to make the server wait
a longer time before sending an SPX
watchdog query, you would increase the
SPX Watchdog Verify Timeout param-
eter and the SPX Ack Wait Timeout
parameter. You could increase the SPX
Watchdog Verify Timeout parameter to
14 seconds, and you could increase the
SPX Ack Wait Timeout parameter to
three minutes.

On an IntranetWare or NetWare 4
server, you can use the INETCFG utility
to change the SPX parameters. (You must
load the INETCFG utility at the Intranet-
Ware or NetWare 4 server console.)

You can also change the SPX param-
eters at the workstation level. If you are



using Novell's NETX shell or Virtual
Loadable Module (VLM) client, you can
change SPX watchdog parameters in the
NET.CEG file. If you are using Novell’s
IntranetWare client or NetWare Client
32, you can change the SPX parameters
by accessing your Windows 95 Control
Panel. Then you select Network, IPX 32-
bit Protocol for Novell NetWare Client
32, and SPX.

Changing these parameters can signifi-
cantly reduce the overhead on a WAN
link. If you have a dial-on-demand WAN
link, however, you should disable the SPX
watchdog process or purchase a router that
performs SPX spoofing.

Disable the SPX Watchdog Process

You can also prevent an SPX appli-
cation on your workstation from using
the SPX watchdog process to periodically
validate SPX connections. If you are us-
ing Novell’s NETX shell or VLM client,
you can disable the SPX watchdog pro-
cess by entering SPX WATCHDOGS =
OFF under the PROTOCOL IPX head-
ing in the NET.CFG file.
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Of course, the Off setting specifies that
the workstation cannot use the watchdog
process. However, using the Off setting
does not disable the SPX watchdog process
at the server. If the server sends an SPX
watchdog request to your workstation, the
Novell client still answers this request.

If you are using the IntranetWare cli-
ent or the NetWare Client 32, you can
disable the SPX watchdog process by ac-
cessing your Windows 95 Control Panel.
Then select Network, IPX 32-bit Protocol
for Novell NetWare Client 32, and SPX.
You must then deselect the Allow Con-
nection Watchdogging option.

If you want to disable the SPX watch-
dog process at the server, you can use the
SPXWDOG NLM. You can download this
NIM from the Novell Support Connec-
tion World-Wide Web (WWW) site at
http://support.novell.com. (Use the search
engine to find the STRTL5.EXE file.)

Purchase a Router That Performs SPX
Watchdog Spoofing

To eliminate SPX watchdog traffic
across a WAN link, you can use a router
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depending on which version of the oper-
ating system you are running. This queue
sampling is a nightmare for WAN links.

You can solve this problem in one of
two ways:

e Do not configure a print server to set-
vice print queues that are located on
the other side of a WAN link.

e Use Novell’s NetWare Administrator
(NWADMIN) utility or Novell’s
PCONSOLE utility to increase the
queue sampling interval to the maxi-
mum setting, which is 255 seconds.
(See Figure 4.)

CONCLUSION

Analyzing the communications sent
across your company’s network is essen-
tial—what you don’t know can hurt you.
If network devices are sending serializa-
tion packets, NCP watchdog packets, SPX
watchdog packets, and queue sampling
packets across a WAN link, you should
prevent these packets from crossing the
WAN link or reduce the number of pack-
ets being sent. Taking these steps will im-
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Figure 4. You can use the NWADMIN waility to configure a higher queue sampling interval.

prove performance and even reduce costs
if your company has a dial-on-demand
WAN link and pays for this link on a per-
packet basis.
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